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1.0 Login.gov Overview 
1.1 WHAT IS LOGIN.GOV? 
Login.gov securely verifies, stores, and manages user’s digital identity using verified credentials and multi-
factor authentication. Several levels of security are needed to qualify as an official identity provider (IdP) 
for a government agency, and Login.gov meets these requirements. 

1.2 HOW DOES LOGIN.GOV WORK? 
Login.gov is a directory where external users’ identities are housed and managed. The Department of 
Education allows transferring that identity (after being verified) from Login.gov to the Department’s 
network. There are three steps to the transfer: 

1. External users set up and use their Login.gov account 

2. Login.gov verifies a user’s identity through a vetted process 

3. The Department of Education allows users to access MSIX by using their Login.gov credentials 
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2.0 Login.gov Account Creation 

2.1 HOW TO CREATE AN ACCOUNT 
 

1. Go to MSIX and select Accept & Go to Login.gov. 
 

 
 

2. On the Login.gov Sign-Up Page, select Create an Account. 
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3. In the text box, enter your email address. It is necessary to use the same email address 
on your Login.gov account that you use for your MSIX account.  
 

 
 

4. Select your preferred language. 
 

 
 
 
 



Login.gov Account Creation Guide / Updated March 2025 6 

5. Select the checkbox next to the statement I read and accept the Login.gov Rules of Use. 
 

 
 

6. Select Submit. 
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7. Check the inbox of the email account used in Step 3 for a verification email. Open the 
email and select the Confirm your email address button. The verification email will have 
the subject: “Confirm your email” and be sent from no-reply@Login.gov. If you are not 
seeing an email, check your spam folder. 
 
You will be brought back to Login.gov. 
 

  
 

8. You will be prompted to Create a strong password. Login.gov requires your password be 
at least 12 characters long. Alphabet characters, special characters, and spaces are 
allowed. Make sure this password is unique and not used with any other applications or 
websites. 
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9. You will need to set up your secondary authentication method. Choose one of the 
options listed below. 

 

  
 

2.1.1 What If I Already Have a Login.gov Account 
If you already have a Login.gov account created for a different organization or application, you 
can use the same account to access your MSIX application at the Department of Education. You 
will need to use the same email for your Login.gov account that you use with your MSIX account. 
 
However, if your current Login.gov account does not require verification methods, you will have 
to go through the process of setting up verification methods for access to MSIX. 
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2.2 SETTING UP VERIFICATION METHODS  
You will know if your previously made Login.gov account doesn’t have verification methods set 
up when you first try to log into MSIX with Login.gov. After entering your email and password on 
the login screen, you will be presented with this screen. If you’re creating an account for the first 
time, you will be redirected to this screen after setting up your secondary authentication 
method. Click Continue. 
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1. You will be presented with an explanation of how the process will work. Check the box to 
agree with Login.gov keeping your personal information for verification purposes and 
select Continue. 
 

 
 
 
 
 

 
 
 
 
 
 
 
 



Login.gov Account Creation Guide / Updated March 2025 11 

2. You will then be presented with two options to verify your identity. Click Continue online 
to verify your identity online. This option is highly recommended, and the following steps 
in this guide will assume you click this option. 

 
Note: Some users have encountered issues with verifying their identity online. Examples 
of these issues include: 

• Missing one of the required pieces of information (e.g., a valid phone number) 
• Unable to take photos of state-issued ID with smartphone 
• Difficulty verifying identity due to a recent change in name and/or address 

 
If you’re experiencing any of these difficulties, you can verify your identity at a 
participating Post Office. If you would like to verify your identity at a Post Office, select 
Continue in person and see 2.2.2 Verifying Your Identity at the Post Office for guidance on 
this process. 
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3. The first piece of your identity needed is your state-issued ID. You can upload this from 
your computer or select the option to use your phone to take photos of the front and 
back of your ID.  
 
If you choose the phone option, you will need to provide your phone number and select 
Send link. You will then select the link texted to you on your phone and take pictures of 
the front and back of your ID with your phone camera. If you would like to upload photos 
of the front and back of your ID from your computer, select Upload photos. 
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4. Add images of your driver’s license or state ID card through your selected method using 
the blanks for the two images. Select Continue once you have finished uploading your 
photographs. Login.gov checks the authenticity of the ID for security features and 
alterations to the image. The images are discarded after checking the authenticity of the 
ID. 

 
Once the photos of your state-issued ID are submitted, you will be moved to the identity 
proofing section where you will click Take photo to add a photo of your face. Please see 
2.2.1 Guidelines for Facial Identity Verification for guidance on this process.  

 
If you are having difficulties uploading images to verify your ID, please consider verifying 
your identity at a participating USPS location. See 2.2.2 Verifying Your Identity at the Post 
Office for more guidance. 
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5. To add your Social Security Number, type the number into the provided field and select 
Continue. 

 

 

 
 

6. Login.gov will then pull the information it has associated with your Social Security 
Number. Review the information and select Continue if it is correct. If your information is 
not correct, update the information using the Update links and select Continue once it is 
updated. Entering your information differently from how it appears on your ID may lead 
to identity verification issues. 
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7. It is time to verify your phone number. Enter your phone number in the designated field. 
Choose whether you would rather have a text message or phone call deliver a verification 
code to your phone. Ensure your phone is handy to receive the code for the next step. 
Once ready, select Send code. 

 
It is necessary to use your personal phone number to verify your identity. Phones 
provided by your employer are oftentimes not associated to your name and can cause 
conflict when verifying your identity with Login.gov. 
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8. Enter the code you received on your phone and select Submit. 
 

 
 

9. Enter your Login.gov password in the designated field and select Continue. This will lock 
in all the verification information you input into your account. 
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10. Copy, download, and/or print your personal security key that shows up on the screen. 
This is important in case you get locked out of your account. Once you save your personal 
key in a safe place, check the box next to “I saved my personal key in a safe place” and 
select Continue. 
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11. The final step is to allow your application to use your verified information to ensure your 
account is accessed by only you. Select Agree and continue.  
 
You will then be redirected to MSIX. Your Login.gov account is now set up with 
verification methods and ready to be used with MSIX. 
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2.2.1 Guidelines for Facial Identity Verification 
With the guidelines below in mind, follow these steps to verify your identity using your face:  

1. Line up your face with the green circle. Make sure your entire face is visible, from your 
chin to the top of your head. 

2. Tap the check mark to accept the photo. 
3. If the camera tool does not automatically take your photo, position your face so that it 

fills the green circle and tap the red circle to take a photo. 
 

Only wear accessories, like glasses or hats, that you 
also wear in your ID photo. Remove other 
accessories that might block your face. 
 
 
 
 
 
 

Take your photo in a well-lit place while avoiding 
glare. 
 
 
 
 
 
 

 
 Remain still to avoid a blurry image. 
 
 
 
 
 
 
 

 

 Make sure your face fills the entire green oval. 
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2.2.2 Verifying Your Identity at the Post Office  
If the information on your ID is not up to date, or if you look very different from your ID photo, 
verifying your identity online while setting up your verification methods may not work. To verify 
your identity in person, select Continue in person.  
 

 
 
Please have the following information ready to enter on Login.gov: 

1. Your State-Issued ID 
2. Social Security Number 
3. Your phone number 
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Once this is complete, you will be sent a barcode via email. 
 

 
 
You will then need the following to verify your identity at a participating USPS location: 

1. A copy of your emailed barcode 
2. Your driver’s license or state ID card 

a. Other forms of identification, such as passports and military IDs, are not accepted 
(i.e. you cannot verify your identity at the Post Office without a state-issued ID). 

 
When you arrive at a participating Post Office, complete the following steps: 

1. Wait in line at the Post Office. The retail associate will scan your barcode and review your 
ID. 

2. Tell the retail associate: “I received an email telling me to get this barcode scanned at this 
Post Office” or “I’m here to verify my information/identity.” 

3. After the retail associate has reviewed your documents, you’re done at the Post Office. 
The retail clerk will not receive your results. 

 
You’ll get an email within 24 hours of visiting a Post Office. We’ll tell you if your identity 
verification was successful or unsuccessful. Check your email (including your spam folder) for a 
message from no-reply@login.gov. 
 
If your in-person identity verification is unsuccessful, you can attempt to verify your identity 
again online or in-person. Alternatively, you may contact the Login.gov Help Center for further 
assistance.  

https://www.login.gov/help/verify-your-identity/verify-your-identity-in-person/find-a-participating-post-office/
mailto:no-reply@login.gov
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Have Further Questions? 
 
 

Go to the Login.gov Help Center for all Login.gov account related questions. 
 

 
 

Email the MSIX Help Desk: MSIXSupport@deloitte.com  
Call the MSIX Help Desk: 1-866-878-9525 

Help Desk Hours: 9:30 AM - 6:30 PM Eastern Time, Monday through Friday, except 
Federal Holidays 

Login.gov Help Center 

mailto:MSIXSupport@deloitte.com
https://login.gov/help/
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